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https://aircybercatalog.boostaerospace.com/

AirCyber Catalogue: Golden Rules

= Confidentiality: only customers have access to the list of their solutions as well as catalog administrator (webmaster from the Biggerband Company and
BoostAeroSpace AirCyber Director & PMO). No access for Solutions provider, they only have access to the solutions they propose. The entire site has been
pentested against malicious trials by certified cyber experts.

= Trust is given by Industrial Suppliers: Any cyber solutions can be added by providers but only those who are deployed in the AirCyber community are
"AirCyber Trusted", using a mandatory "AirCyber community user validation process" hard coded in the website (before at least 1 AirCyber community member
indicated that he deployed the solution in his company, the solution will not be "AirCyber Trusted"). External certifications exists (Government...), associated to
"External Trust" label.

=  Fully Automatic, minimum control: The only validation that BoostAeroSpace will perform is to validate Industrial Suppliers access to the catalog to control
that they belong to the Aerospace & Defense industry, and that solutions providers really exist, avoiding also that solution provider would reference their
products as "AirCyber Trusted" without a real Aerospace & Defense user validation.

=  About "free" solutions: BoostAeroSpace will be in charge to manage the "orphans" solutions, mainly opensource of freeware products that do not have an
existing solution provider.

= Ratings confidentiality: for confidentiality purposes, Solutions providers will not see their solutions ratings until a minimum of 3 customers rated them, to
avoid them to guess which customer has given the rating and contact the customer for such purpose (as you can choose your company to appear on Solution
Provider cockpit).

=  Minimum Notifications by email: most important notifications have been deployed, mainly for user registration but also some news about solutions added
to the catalog etc. always looking at giving zero confidential information by email but inviting users to connect to the catalog.
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AirCyber Catalog: Account Creation & Login BoosT

AEROSPACE

' Ay
7
CREATE YOUR ACCOUNT - LOGIN TO YOUR ACCOUNT
First, please select if you are an Industrial Supplier or a Cybersecurity Solutions Providar
) ; Indicate that you are
I'm an Industrial Supplier I'm & Cybersecurity . . E-mail
Solutions Provider a Solution Provider -
[ Password J
[ Full name*
Read and validate terms and et ot e p—

[ - conditions, it contains NON ==

Account Email

DISCLOSURE AGREEMENT,

[ your company responsibility

Password*

Q“"‘_’ DEREIErs EEEE il m(_, Please enter the Google Authenticator code.
BotelaeroSpace Terms and Conditions Lost your code? contact us

Cybcr Catalog hosts confidential informations and sharing its content is Choose this option to open —

strictly forbidden. By susbscribing, you accept our Security and Confidentiality

rules. your 1st account.

;' Mycompany has already an active | My company doesnt have an account. Additional users will click on:
. account. .
' ,
. | S .. Smartphone
! P Why do I need to secure my account with 2 factors authentication (password and Smartphone

Authenticator App)?

The list of all your solutions deployed is confidential as it could be used in order to know the protection you have
deployed as well as vulnerabilities those solutions could add to your systems.

Smartphone-Generated authenticator codes is a two-factor (2FA) or multi-factor authentication (MFA); an
additional security layer — helping to address the vulnerabilities of a standard password-only approach.

SECURE YOUR ACCOUNT
Only secured accounts will be validated

https://aircybercatalog.boostaerospace.com/home/signup
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AIRCYBER
CATALOG

HOME

Catalog’s information
= Certifications

= Clusters’ information
= Etc.

SOLUTIONS
W PRODUCT

M SUBMITTED BY OTHERS

Initially submitted by
Industrial Suppliers from
the Aerospace & Defense
industry

BY CLUSTER PRODUCTS

Keep you list up to date by adding you new
products and services and updating the
information of you current solutions.

AirCyber Catalogue: User Cockpit

Take a look!

BoosT
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* FAQs
* Contact Form

ABOUT AIRCYBER CATALOG HELP|

Your referencing requests to your
clients will appear here.

~

- Welcome OPEN SOURCE

Please check if you have selutions to validate. Remimiber to take a look at your|

Remember AirCyber Program is
international. Add your agencies
form other regions or countries.

SUBMITTED SOLUTIONS MY AGENCIES (0) MY INTEGRATORS (0)
UNDER 1.S. VALIDATION (0)

Filters options

+

1ty et ot complet If existing, Global rating

will appear here

NO RATING
Used by 0 company
@

Global rating will appear if at least 3

industrial suppliers have provided it

For confidentiality reasons

NO RATING

A

4 02/12/2019

& OPEN SOURCE

& Confidentiality rules reminder

No Sharing nor screen copy allowed

Edit Delete

~ ~
ADD CUSTOMER
b V)

o Only Aerospace & Defense industrial suppliers will have *
Used by 0 company their access to AirCyber catalogue validated

Account information & users

Make sure to have “MY
COMPANY” section information
updated as it will be the Contact
information shown on your

solution profile

Information regarding the number of
companies that have indicated that use
your solution

You will be able to know which companies
deploy them if they have decided to share
this information with you, which is
optional

You can always update your solutions
information.
Make your solutions become AirCyber
Trusted by sending referencing requests to
your clients from the Aerospace & Defense
industry.
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AirCyber Catalogue: Customer’s referencing
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A notification will be sent to your referenced customers in order to invite them to validate the deployment of your cyber solutions.

NOTIFICATION TO INDUSTRIAL SUPPLIERS WITH AN

AIRCYBER CATALOG ACCOUNT

NOTIFICATION TO INDUSTRIAL SUPPLIERS THAT DO NOT HAVE AN
AIRCYBER CATALOG ACCOUNT YET

ven. 06/12/2019 15:39
aircyber@boostaerospace.com
AirCyber Catalog - A solution provider has indicated you use his solution

[THIS IS AN AUTOMATED MESSAGE FROM AIRCYBER CATALOG - PLEASE
DO NOT REPLY DIRECTLY TO THIS EMAIL]
Hil

The solution provider " " has recently referenced you as a customer
and user of his cyber solution "

To confirm the usage of this solution please access the AirCyber Catalog and validate it
through the “New proposed solutions to Validate™ section; it will automatically be
added to your solutions.

Once validated, you will also be able to give it a rating.

Thank you for keeping your solutions list up to date and helping us to enrnich the
AirCyber catalog with trusted cyber solutionsBest regards,

The BoostAeroSpace Team. - https://aircvbercatalog boostaerospace com/

Late: [un. 10 aec. ZULY a Lo
Subject: AirCyber Catalog - A CyberSecurity solunon provider has indicated you use his solution.
To: <

[THIS IS AN AUTOMATED MESSAGE FROM ATRCYBER CATALOG - PLEASE DO NOT REPLY DIRECTLY TO
THIS EMAIL]

Dear Aerospace Industrial Supplier,
(If you are not an Aerospace & Defense Industrial Supplier please ignore this email, this invitation is only valid for those

companies).

AirCyber program was launched by BoostAeroS and its Shareholders (Airbus, Dassault Aviation, Safran and Thales) in
their efforts to enhance cybersecunty afthc Aeraspace and Defense Supply Chain usmg BoostAeroSpace as a central Hub: it
aims to propose security sol for liers with a

AirCyber catalog main mission is to put at Aerospace and Defense SupplyChain disposal a central repository of trusted
Cybersecurity solutions:

- Adapted to the specific requirements of the Aerospace and Defense SupplyChain

- Offering a means of the of solutions to the rise in the protection level;

_c Iy updated based on supplier's impl ions and enriched feedbacl to identify the best services and products to

implement.

A cyber solution provider " " has recently referenced you as a customer and user of his cyber solution "Test" in

the AirCyber Catalog.

To confirm the usage of this solution you will first need to create an account as an industrial supplier-

https://aircyt log t ignup/?
=MiMzQDc2NmQ4ZTQIMiIhMWNKNTZIYiZhODVIMDEODMIMNi lortic%2B; %

401 =Marine

Once validated, you will also be able to give it a rating. Your validation is a valuable input for the Aerospace and Defense
community

Thank you for helping us to enrich the AirCyber catalog with trusted cyber solutions.

Best regards,
The BoostAeroSpace Team. - https: b com
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AirCyber Catalogue: Trust Levels

Trusted Cybersecurity solutions

AirCyber catalog presents cybersecurity products and services deployed in
the Aerospace and Defense industry. It also offers the opportunity to identify
those solutions that have already been deployed by BoostAeroSpace
Shareholders and/or AirCyber customers.

AIRCYBER TRUSTED EXTERNAL TRUSTED

Cyber solutions currently deployed by BoostAeroSpace Certified Cyber solutions
shareholders andfor Aerospace & Defense industrial
suppliers. Details regarding the number of confirmed
deployments within the AirCyber community can be
found in each solution profile
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AirCyber Catalogue: Confidentiality reminder BoosT )

We take confidential information seriously

Please remind that AirCyber catalog information is confidential and that you committed to use it for cyber protection purposes of the company you work for
only (Catalog General Conditions); sharing its content is strictly forbidden.

This means also that in case of 2 individuals of your company would have both access to consumer part (industrial suppliers members of AirCyber community)
and to Solutions Provider part, you must apply strict segregation of duties and consider catalog information delivered to AirCyber community user confidential
and not to be disclosed to company user identified as Solution Provider. BoostAeroSpace will pay careful attention to companies' users that would be in this
configuration and reserve the right to suspend user's access and remove solutions provider's solutions from the catalog in case of suspicion of the non-respect of
those confidentiality rules.
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AirCyber Catalogue: Home Dashboard Boost )

(G

No Sharing nor scroon copy alowad

PRODUCTS CATALOG ~ SERVICES CATALOO ~

My Solutions

Latest catalog entiias

L S ]
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AirCyber Catalogue: Cyber Solutions Search BoosT

? ¢ BOOSTAFROSPACE %)
BoosTt : :

AEROSPACE No Sharing nor screen copy allowed

AEROSPACE

HOME PRODUCTS CATALOG ¥ SERVICES CATALOG ~ F search fof St OF St L ABOUT AIRCYBER CATALOG HELP MY SOLUTIONS

o°

Search by Product / Service Cluster Search by Product / Service key words

}él:&:g@ ICES CATALOG ~ - RSl cyber law standard sup Q ABOUT AIRCYBER CATALOG HELP MY SOLUTIONS
BoosT
AEROSPACE
Do you use other solutions not listed balow?
Explorg AirCyber Catalog to chock if they already oxist or submit your solution
maf

SUBMIT YOUR SOLUTION

Search "cyber law standard support” in SERVICES

FRODUCTS CATALDG =
b oerell Gavrnance ) s _ A2t aRcteeRCAT
L0 - Seeurity Event Managament -
mabware
Iercs elnssification and dota leakage utions

CLD2 - Mohwvara
fetix)
pravention . SORRY, NO RESULTS FOUND.
Please try a different search term.

= () ORDERBY v

vioos Brotoation

Enci-u

LD - Soours work Arohitaoturs

5 - kientity & Accrss Manogamant

cannot find in the AirCyber catalog

soluti use, please add them
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AirCyber Catalogue: My solutions BoosT

AEROSPACE

& BOOSTAFROSPACE

BoosTt

AEROSPACT O SEOring noe sGeen cofry ollownd

O PRODUCTS CATALOO = SERVICES CATALOO ~ nior g It of ARCUT ARCYRIR CATALOO P m

Filter by type Check if you have been referenced as a user of a
SOWTIONS MYVAUDATED e ‘ cyber solution by a Solution Provider and validate

SOLUTIONS (6) .
m FeoouCt the solution dep
| seevce
0 Mot yut romed soksions | © DO you Uso Sahor SORANS Nt 8100 bolow?
ENpioro ArCyor COtokog 10 check # thoy oeeody ot o
BY CLUSTIR PRODUCTS SUBIYIL pour BOAIN

B CLOZ - Moworo
e Rate your solutions based
ton voumRATNG . on your experience

M - Sooure Natwork

naGewUC
) I = DAPROTMINT
B CLOS - kontity & Accos 1§ _— o I . . VSR DOEANGE
MOOQOMEet T
Filter by Cluster SO0PE COVIRAOE

8Y CLUSTER SERVICES CHANGE YOUR RATING

Choose if you want to make your
solution deployment visible to the
Solution Provider

B CLO Aucits £ Complicnco

by, Governance &

VOUR RATING
Ration ond
PUAT-ORMANCY L 2.8 & 4 Q
NT Rk

CLRLOTMIN Tk Dolote
CLUA noustrial Soourty VR DO RENCE LE b a3

surrcat R ihh Vilido 10 vordor

B CLD. Techrioo! support £ es AN L NN peniiy
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AirCyber Catalogue: Solutions’ Profile BoosT

AEROSPACE

Netaos Loty | reesd on Computen

AR J Country avoilobility :

A0 - Madwre
CLO3 - Ena-wnor Dovioes Frotocton|

LS - So0 NEDWON ASCIVEOON
Clusters concerned R0 Network Alchve

Solution Provider contact
no contact

information. If it is not available yet,

ArCybee Cotetog if you hove thek contoct please share it with us!
Ootods po0s0 Shore thom with us 50 on

IVRGHON £0 CIeote On GCoount 10 oin the
ArCyee COMmRrity Con bo Sont 10 Ihem

3 % IR ot rogetoned on

Do you alrcody uso this | Trust Lovel AirCyber Trusted

If you already use °:°““z"“"::‘:°" e OEMs & Industrial Suppliers’
this solution, do not pep— | © 3 industrial suppliors use this solut Deployment information
forget to add the Ohors {3)

solution to your list.

. . . If the Solution is External Trusted, the
Certifications information o :
certification will appear here.

[ Ratings by type of company J

Micro (0} *  SME(D) *  Intermediory (0) * om0 *  Others(0) *
Partorrranoe Portrearce Mt Pt e ey e

Depioryriare Depioryerare Doyt rerd Dyt rerdt Dugdryrrowd

Vs exprien e . ey engmrerie Uter engrorion e Uner evprononcn . n rer avpmeorCn

ppont Suppon Sppon Supgont Suppont

S0P Coveroge SCOpe Coveroge SO0 coveroge SO Coveroge Scope Coveroge
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What can you do?
= Of course, you can first edit your company profile and add colleagues in your company to manage the list of your cyber
solutions

=  When you will add a solution, you will be invited to give the maximum details about it, this will help Industrials Suppliers while
choosing the product or service that better respond to their specific needs.

= Remember to keep you solutions and contact information up to date.

=  We invite you to send referencing requests to your clients from the Aerospace & Defense industry through the AirCyber catalog
platform to make your solutions become “AirCyber Trusted”. Remember that only Aerospace & Defense industrial suppliers will
have their access to AirCyber catalogue validated

= Referencing your solutions in the AirCyber catalog is free of any charges. However, we invite you to propose special pricing for
AirCyber Community members.

Thank you for helping us to enrich the AirCyber catalog with trusted cyber solutions!
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Smartphone Authenticator App BOQ

Install a mandatory smartphone one-time password authenticator application!!], you will use it during the first password
creation.

[1] Download list of recommended One Time Password Generator Applications by BoostAeroSpace (if you don't already installed
such App):

= |astpass Authenticator (iPhone, Android)

= Microsoft Authenticator (iPhone, Android)

= Authy (iPhone, Android)

=  Onelogin Protect (iPhone, Android)

= Google authenticator (iPhone, Android)

After download of the App, please wait for instructions from the AirCyber Catalog to configure it for the first

time (association of the App and the AirCyber Catalog).
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https://apps.apple.com/fr/app/lastpass-authenticator/id1079110004
https://play.google.com/store/apps/details?id=com.lastpass.authenticator
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://itunes.apple.com/app/authy/id494168017
https://play.google.com/store/apps/details?id=com.authy.authy
https://apps.apple.com/fr/app/onelogin-protect/id509252983
https://play.google.com/store/apps/details?id=com.onelogin.protect
https://apps.apple.com/fr/app/lastpass-authenticator/id1079110004
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
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